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NEW QUESTION: 1
Network-based Intrusion Detection systems:
A. Commonly will not reside on a discrete network segment and
monitor the traffic on that network segment.
B. Commonly reside on a host and and monitor the traffic on
that specific host.
C. Commonly reside on a discrete network segment and monitor
the traffic on that network segment.
D. Commonly reside on a discrete network segment and does not
monitor the traffic on that network segment.
Answer: C
Explanation:
Explanation/Reference:
Network-based ID systems:
- Commonly reside on a discrete network segment and monitor the
traffic on that network segment
- Usually consist of a network appliance with a Network
Interface Card (NIC) that is operating in promiscuous mode and
is intercepting and analyzing the network packets in real time
"A passive NIDS takes advantage of promiscuous mode access to
the network, allowing it to gain visibility into every packet

traversing the network segment. This allows the system to
inspect packets and monitor sessions without impacting the
network, performance, or the systems and applications utilizing
the network."
NOTE FROM CLEMENT:
A discrete network is a synonym for a SINGLE network. Usually
the sensor will monitor a single network segment, however there
are IDS today that allow you to monitor multiple LAN's at the
same time.
References used for this question:
KRUTZ, Ronald L. &amp; VINES, Russel D., The CISSP Prep Guide:
Mastering the Ten Domains of Computer Security, 2001, John
Wiley &amp; Sons, Page 62.
and
Official (ISC)2 Guide to the CISSP CBK, Hal Tipton and Kevin
Henry, Page 196 and
Additional information on IDS systems can be found here:
http://en.wikipedia.org/wiki/ Intrusion_detection_system

NEW QUESTION: 2
You are creating an application that will connect to the
AgentPortal database by using a SQL login named
AgentPortalUser. Stored procedures in the database will use
sp_send_dbmail to send email messages.
You create a user account in the msdb database for the
AgentPortalUser login.
You use the Database Mail Configuration Wizard to create a
Database Mail profile. Security has not been configured for the
Database Mail profile.
You need to ensure that AgentPortalUser can send email
messages.
What should you do?
A. Use the sysmail_help_profileaccount_sp stored procedure to
add accounts to the Database Mail profile.
B. In the Database Mail Configuration Wizard, create an email
account for each recipient's email address in the Database Mail
profile.
C. Disable the guest user in the msdb database.
D. In the Database Mail Configuration Wizard, configure the
Database Mail profile as a private profile for the
AgentPortalUser account.
Answer: D
Explanation:
Explanation
You enable and configure Database Mail using the Database Mail
Configuration Wizard.
Profiles are either public or private. A private profile is
accessible only to specific users or roles.
References:
https://docs.microsoft.com/en-us/sql/relational-databases/datab
ase-mail/configure-database-mail

NEW QUESTION: 3
Refer to the exhibit.
If the traffic flowing from network 192.168.254.0 to
172.16.250.0 is unencrypted, which two actions must you take to
enable encryption? (Choose two).
A. Configure the ISAKMP policy names to match on R1 and R2.
B. Configure the transform-set on R2 to match the configuration
on R1.
C. Configure the Diffie-Hellman keys used in the ISAKMP
policies to be different on R1 and R2.
D. Configure the crypto map on R2 to include the correct
subnet.
E. Configure the crypto map names to match on R1 and R2.
Answer: B,D
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